Insurance Council
of Australia

28 July 2026

Critical Infrastructure Security Policy Branch
Department of Home Affairs

Dear Sir/Madam
Proposed amendments to the Security of Critical Infrastructure Act 2018

The Insurance Council of Australia (Insurance Council) welcomes the opportunity to respond on behalf
of its members to the proposed amendments to streamline and modernise the Security of Critical
Infrastructure Act 2018 (SOCI Act).

The Insurance Council is the representative body for Australia’s general insurance industry. Our
members account for approximately 90 per cent of gross written premium by general insurers and
reinsurers. The industry writes around 90 million policies each year and paid $58.9 billion in claims in
2025, averaging $226 million each working day.

The Insurance Council supports reforms that ensure the SOCI Act remains fit for purpose as
Australia’s critical infrastructure ecosystem, threat environment and regulatory settings evolve. Given
this, the Streamlining and Modernising the Security of Critical Infrastructure Act 2018 consultation
paper (the consultation paper) is a timely opportunity to update the SOCI Act.

Our feedback focuses on measures of direct relevance to the general insurance sector. Attached at the
Annexure, we provide comments on specific measures and questions from the consultation paper.

We support the proposed measures but note that implementation may require operational changes by
members. Appropriate transition periods should be provided before penalties apply. Where detail is
moved from the Act to Rules or Regulations, future changes should be subject to consultation and
reasonable transition periods.

Thank you for the opportunity to comment on this important topic. The Insurance Council and our
members would be happy to engage further as this work progresses. To arrange further engagement,
please contact Eamon Sloane, Senior Adviser Strategic Policy, at esloane@insurancecouncil.com.au.

Regards
-4’{/ \//
/,

Andrew Hall

Executive Director and CEO
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Annexure
Measure 1 — Exemptions Framework

We support Measure 1’s objective of reducing duplication where a regulated entity is already subject to
an equivalent regulatory framework. However, exemptions should not extend so broadly that entities
outside a formal regulatory regime are exempted from SOCI positive security obligations solely
because they hold industry certifications or adopt voluntary standards. Standards and certifications
can help demonstrate compliance, but they are not substitutes for regulatory accountability, ongoing
risk management obligations or government visibility over matters affecting national critical
infrastructure. For entities not subject to an equivalent legislative or regulatory framework, SOCI
positive obligations should continue to apply, with recognised certifications used as evidence of
compliance or assurance rather than grounds for exemption.

The financial services sector has largely been exempt from some SOCI obligations, including Critical
Infrastructure Risk Management Program (CIRMP) requirements, because comparable obligations
already apply under prudential regulation, particularly the Australian Prudential Regulation Authority’s
(APRA) CPS 234, CPS 230 and New Zealand’s Financial Market Authority (FMA) regulatory
framework including obligations on operational resilience and extensive incident reporting and
auditing.

These arrangements have helped minimise regulatory duplication. We support a consolidated
exemptions framework that can apply SOCI obligations in a more targeted way, balancing compliance
burden with national security outcomes. For our sector, the framework should preserve relief from
overlapping risk management and reporting obligations under CPS 234 and CPS 230, and support
clearer alignment between SOCI and APRA assurance activities.

We would welcome clarity on whether existing exemptions will be preserved, grandfathered or revoked
under the proposed framework, and whether granted exemptions will be visible to all regulated entities
or only to the relevant class or entity.

In response to consultation question 2, we suggest that substantial equivalence should be assessed
by reference to the objective, scope, functional outcomes, governance requirements and assurance
mechanisms of each framework. Government should also engage with relevant regulators, including
APRA, to confirm how comparable obligations operate in practice and how compliance is
demonstrated in particular sectors.

We would welcome clarity on whether, and when, the framework will allow for Government-led
assessments of comparable obligations, as distinct from exemption applications made by industry
bodies or regulated entities, supported by evidence of equivalent operation and outcomes for
Government review and endorsement.

For consultation question 6, the most material duplication for our sector, aside from risk management
already addressed through the current CIRMP exemption, arises in incident reporting. When an
incident is discovered, our members may need to report to the Australian Cyber Security Centre
(ACSC), APRA, the Office of the Australian Information Commissioner (OAIC), the Australian
Securities and Investments Commission (ASIC), law enforcement and, in some cases, international
regulators. These regimes often involve different incident definitions, reporting timeframes, information
requirements and follow-up obligations. The burden is heightened during incident response, when
entities must also manage parallel government and prudential information requests and investigative
processes, sometimes across multiple jurisdictions.
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Measure 5 — Cyber Security Incident Definition: Automated Systems, Software Agents and Al

Based on the consultation paper, it is unclear what specific ambiguity the current cyber security
incident definition creates in the context of Al and autonomous systems. We would welcome examples
or case studies to clarify whether the issue is the definition itself or its interpretation. In practice,
serious outcomes may arise from system malfunction, model failure or model manipulation, and the
distinction between these categories may not always be clear.

Measure 8 — Data Storage or Processing Capture Pathways

We support Measure 8, which would promote consistent, facility-level risk management across
captured data hosts and help reduce downstream supply chain vulnerabilities.

As consumers of data storage and processing services, insurers rely on modern data infrastructure,
including cloud hyperscalers. Measure 8 would better capture these shared dependencies and provide
more efficient mechanisms to identify, verify and manage concentration risk and points of failure
across the value chain than relying on individual entities to notify third parties of their SOCI obligations.

Measure 15 — CIRMP Governance and Assurance

Measure 15 would allow annual compliance reports to be used not only for regulatory assurance but
also as potential enforcement evidence. Existing admissibility restrictions help create a safe reporting
environment in which responsible entities can provide board-approved assessments of CIRMP
effectiveness, incidents and deficiencies without the report itself becoming evidence in civil penalty
proceedings.

Any removal of these safeguards should be limited to serious or repeated non-compliance, or where a
report is materially false, misleading or incomplete.

For Independent CIRMP assurance, we note that CIRMP requirements do not currently apply to
exempted critical infrastructure classes or regulated entities. We would welcome further detail on how
independent assurance would apply where an entity has a partial exemption from CIRMP
requirements. This is particularly important if current sector-wide exemptions are removed, as this may
impose new assurance obligations on entities already subject to parallel reporting and compliance
requirements.

Measure 19 — Supply Chain Cyber Security Assurance

We welcome the intent of Measure 19 to improve responsible entities’ ability to secure assurance from
major suppliers. This is important where smaller customers face limited negotiating power with large
multinational providers, such as cloud and hosting providers, particularly when seeking bespoke
contractual assurance rights.

As noted in relation to Measure 1, positive security obligations for entities not subject to an equivalent
regulatory framework can provide a clearer and more efficient mechanism for improving security
outcomes across the critical infrastructure supply chain. Where obligations apply directly by law,
responsible entities can rely on a common statutory baseline rather than negotiating bespoke
contractual terms for compliance, audit rights, reporting and security controls with each supplier.
Certifications and standards can then support assurance by evidencing compliance with those
minimum requirements.

Given that security posture can change more frequently than annual compliance reporting captures,
the reforms could go further to empower responsible entities to request timely assurance evidence,
such as continuous monitoring reports and testing results.
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Government should also consider whether specific security and assurance obligations should apply to
key participants across the supply chain.

Measure 21 — Critical Workers and Critical Components

We support the proposed changes, which should promote a more consistent approach to critical
workers and critical components across critical infrastructure sectors.
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